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Checklist Before Reviewing the Contract

· Has Vendor signed an NDA?
· Has Vendor completed our vendor onboarding process?
· Has Vendor received security approval to proceed?
· If we are not using our MSA template, does vendor’s template meet our high-level, non-negotiable requirements? 
· If not, send back to the counterparty our FAQs.
· If we are using our MSA template, is the contract value above $25k? 
· We do not negotiate our template for small deals.

Checklist After Reviewing the Contract

· Send contract for e-signature
· Upload signed contract to repository (or CLM)
· Set reminders for renewal/termination and payment obligations

Key Resources

· Vendor Master Services Agreement
· Deal Desk FAQs
· Archived MSA Versions

Approvals

	Title
	Name
	Seek approval for
	Email

	CLO
	Michael Scott
	Final approval on high-risk terms
	michael.scott@dundermifflin.com

	AGC
	Jim Halpert
	Legal terms
	jim.halpert@dundermifflin.com

	Privacy
	Dwight Schrute
	Privacy, Personal Data, DPAs
	dwight.schrute@dundermifflin.com

	Product
	Stanley Hudson
	Warranty, SLAs, Deliverables
	stanley.hudson@dundermifflin.com

	HR
	Toby Flenderson
	Labor laws, dispute resolution
	toby.flenderson@dundermifflin.com

	Deal Desk
	Ryan Howard
	Pricing, discount, payment terms
	ryan.howard@dundermifflin.com

	CFO
	Oscar Martinez
	Financial liability (LoL, indemnity)
	oscar.martinez@dundermifflin.com

	Accounts Payable
	Angela Martin
	Invoicing procedures
	angela.martin@dundermifflin.com

	EVP, Sales
	Pam Beesly
	Renewals
	pam.beesly@dundermifflin.com

	Marketing
	Kelly Kapoor
	Publicity, Logo rights
	kelly.kapoor@dundermifflin.com



Change Log

	Version
	Date
	Changes

	1
	09/01/2019
	Initial version

	2
	10/15/2020
	In the Support section, we added a Moderation and Enforcement section to clarify and help users better understand these practices.

	3
	03/02/2021
	In the Acceptable Use Policy section, we’ve clarified that we have guidelines that apply to user conduct and included a link to the Acceptable Use Policy to help users understand these guidelines.

	4
	05/06/2022
	We’ve passed on third party terms from our services providers.

	5
	02/10/2024
	We’ve added additional guidance under indemnification and limitation of liability to account for new AI features.






	Section
	Issue
	Purpose
Why is this our preferred position?
	Acceptable Fallbacks
What are the common pushbacks to this issue, and how do we respond?
	Explanation
How do we explain our position to the counterparty?
	Notes
Escalations, 
Negotiation Pointers

	Confidentiality

	1.1
	Definition

[MUST HAVE]
	To protect sensitive details from being disclosed, ensuring both parties understand what must be kept private and setting legal boundaries.




	Ensure the definition remains broad enough to cover any confidential information that we may share under this agreement: financial information, documentation, security materials, etc.

We can agree to the requirement to marked information as confidential so long as we are given a reasonable amount of time no less than 60 days to mark as such. 

Example: Definition of Confidential Information. “Confidential Information” means any information or data in any form or medium (whether oral, written, electronic, or otherwise) disclosed by either party that is marked or otherwise designated as confidential or proprietary at the time of disclosure or within sixty (60) days of after such disclosure that should otherwise be reasonably understood to be confidential in light of the nature of the information and the circumstances surrounding its disclosure.
	We require a broad definition of confidentiality to ensure that both parties are protected.

We must ensure that any missing markings don’t risk protection of our confidential information.
	Escalate to AGC.

Regarding personal data, escalate to Privacy.

	1.1
	Exceptions

[MUST HAVE]
	To allow sharing under specific circumstances without breaching the contract, like legal requirements, prior written consent, or if the information becomes publicly known through no fault of the parties involved.




	Do not delete any of our standard exceptions. 

We can accept the following added exceptions:
· Public knowledge
· Prior knowledge
· Disclosure by third party
· Independently developed

Delete any other exceptions added.

Example: Confidential Information will not include any information which: (a) is in the public domain through no fault of the receiving party; (b) was properly known to the receiving party, without restriction, prior to disclosure by the disclosing party; (c) was properly disclosed to the receiving party, without restriction, by another person with the legal authority to do so; or (d) is independently developed by the receiving party without use of or reference to the disclosing party’s Confidential Information.
	We cannot remove our standard exceptions, as they are generally accepted in the industry.

We can agree to only certain reasonable exceptions to confidentiality as we must ensure the protection of our information.
	Escalate to AGC. 

Carefully review added exceptions as they risk our confidential information.



